
Enhanced VPN
Real-time threat assessment
Remote monitoring
Only needed drive(s)/folder(s) 

are accessible
Secured password 

management/practices

 Physically secured
 Properly encrypted
 Enhanced encryption 

grade
 No stick disc allowed
 Controlled printing

Staff status
•Yes - US Citizen
•Yes - US permanent resident
•Yes - Asylees 
•No foreign nationals
•No debarred persons
•Not a foreign talent agent
•Congruent visitor’s policy 

Escort entry policy
Secured entry

•Key lock entry
•ID-Card entry
•Camera monitoring
•Secured cabinets/storage

Physical 
Security

Staffing 
Security

Networking 
Security

Computing 
Security

Complete Training
 Basic export control 

training
 CUI-related training

Complete Disclosures
 Research disclosure
 Export control disclosure
 Export control 

assessment form 

Prevent Accidental Disclosure
 Area safe for CUI discussion
 Prevent access after office hrs
 Prevent unauthorized viewing
 Have protocols for accessing 

CUI 

Appropriate Markings
 Restricted Area - Door 

markings
 CUI – Internal room markings
 CUI - Cabinet markings
 CUI - Drawer markings
 CUI - Document marking

CUI: Assess The Adequacy of Stronghold Environment

STRONG
HOLD
ENV.


